










12. Appendix to the charter  

Best practices in the management of your passwords 

 

Never pass your password on to anyone (neither to a colleague nor to the IT team!). 
 
Never re-use a professional password in a personal context (bank, online shop, online 
mailbox, online photos, ...)  
 
Never answer the emails where your password is requested (phishing emails).  
 
Remember : in order to be strong, a password should :  
- have at least 8 characters  
- contain special characters and figures  
- contain both upper case and lower case letters  
- not contain words from the dictionary, names or birth dates  
This password must be changed regularly.  
 
 
 
 
 
 
 
"I have read and understood the above rules concerning computers password security" 
 
Name : 
 
First name : 
 
Date : 
 
Signature 


