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Charter for the use of
IT resources and Internet services

The purpose of this document, in conjunction with the entities’ by-laws, is to set forth the responsibility
of users in-line with legislation, so as to establish compliant use of the IT resources and Internet
services which the CNRS and, where applicable, other establishments, manage. These resources and
services represent a major element of the CNRS' scientific and technical asset base.

The due and proper operation of the information system requires compliance with the relevant
legislative and regulatory provisions and, in particular, security, processing performance levels and the
retention of professional data.

1. Definitions

Generally speaking, the following shall be designated as “/T resources™ the networks, the iT
calcuiation or local management equipment, and that which is able to be remotely accessed, either
directly or in cascade mode from the entity’s network, the software, applications, databases. ..

The following shall be designated as “Infernet services™ the provision by local or remote servers of
sundry exchange and information resources: web, message application, chat-rcom, IP (Internet
Protocol) telephony, videoconferencing. ..

“User” shall mean the person having access to, or using, the IT resources and Internet services no
matter what his/her status may be.

“Entity” shall mean all the entities created by the CNRS in order to carry out its assignments such as,
in particular, its in-house or combined research units and the administrative departments and
divisions.

2. Access to IT resources and Internet services

Use of the IT resources and Internet services, and the network to access the former, is destined for
the professional activity of users in compliance with effective legalisation. Professional activity shall be
understood as having the meaning defined in the documents setting forth the CNRS’ assignments.

Use of the entity’s shared {T resources and the connection of private, external equipment (such as a
computer, switch, modem, wireless access station...) to the network is subject to the authorisation of
the entity's manager and fo the entity's security rules. Such authorisations shall be strictly personal
and may not, under any circumstances, be transferred to a third party, even temporarily. They may be
withdrawn at any time. All authorisations shall be cancelled when the professional activity justifying
such comes to an end.

In addition, the entity may introduce access restrictions which are specific to its
organisation (electronic certificates, access or authentication chip cards, secure access filtering,...).

3. Rules of use and security

Ali users are responsible for the use made of the | T resources to which they have access.

Use of these resources must be rational and compliant in order to avoid saturation or their misuse for
personal purposes.

In particular:



3.1 Security rules

a they shall apply the security recommendations made by the entity to which they belong and, in
particular, comply with the systems implemented by the entity to combat viruses and attacks by IT

programs,

m they are responsible for protecting their data by using various individual back-up methods, or
those provided to them,

a they shall protect their information and, particularly, that which is deemed as being sensitive
within the meaning of the information systems’ security policy (CNRS’ ISSP {PSSI)). Notably, they
shail not transport, without relevant protection (such as encryption), sensitive data on mediums
which have not been burnt-in, such as laptops, USB keys, external hard drives, etc... These
mediums, which are known as “mobile IT equipment’, make the IT resources vulnerable and shall
therefore be subject to the entity's security rules and shall be used in accordance with the
provisions of this charter,

m they shall guarantee permanent access to their professional data within the context of the data
recovery policy’ implemented within the entity,

u they shall not leave their work station, or the work stations which are available for use by
everyone, without first shutting-down the resources or ensuring that the services are not accessible.

3.2 Rules of use

a All information is considered as being professional with the exception of data which the user
specifically identifies as relating to his/her private life. Consequently, the user is responsible for
storing any personal data in directories which are specifically created for this purpose and which
are designated as being “private”.

The user is responsible for the protection and regular back-up of the data in these files and the
entity may not be held liable as regards the retention of this storage space,

m Users shall comply with the effective rules within the entity as regards installing any and all
software and shall not download onto, or use software or software packages on, the entity’s
equipment without express authorisation.

in particular, they shall not install game-type software, or fail to comply with the restrictions relating
to use of a software application. The software shall be used under the conditions of the licences
granted,

s they shall ensure the protection of the various personnel means of authentication. In particular,
they shall choose fail-safe passwords, which shall be kept secret, and which they shall under no
circumstances pass-on to third parties. If, in exceptional and one-off circumstances, a user were to
be obliged to communicate his/her password, he/she shall ensure that the latter is changed as soon
as reasonably possible. He/she shall also protect his/her electronic certificate by a fail-safe
password which he/she shall keep secret. As with handwritten signatures, the electronic certificate
is strictly personal and the user undertakes not to allow anyone to use it in his/her place,

» they shall report any attempted hacking of their account and, generally, any and all anomaly
which they may note,

a they undertake not to provide (an) unauthorised user(s) with access to the IT resources or to the
Internet services, via the equipment which they are entitied to use,

! Recovery is the safety measure allowing an authorised person access to data when the main system is no
longer able to be used (loss or destruction of the key, forgotten password,...) or in the event of the
unavailability of the key owner (agent détenteur).



CENTRE NATIONAL
# DE LA RECHERCHE
. SCENTIFKHIE

n they shall not use, or attempt to use, accounts other than their own or conceal their identity,

= they shall not access information and documents saved in the IT resources other than those
belonging to them, and those which are either public or shared. They shall not attempt to read,
modify, copy or destroy them, even if access thereto is technically possible.

4. Compliance with the Act on information technology and civil liberties®

if, whilst carrying out histher work, the user is obliged to create files which are subject to the provisions
of the Act “informatique ef libertés”, he/she shall carry out the formalities required by the CNIL through
the CNRS’ information systems’ division, together with the manager of his/her entity and shall ensure
that the data is processed in accordance with legal provisions. It is hereby stipulated that this
procedure is only valid for the processing defined in the request and not for the file itself.

5. Respect for intellectual property

The user shall not reproduce, download, copy, distribute, modify or use software, databases, web
pages, photographs or other creations which are protected by copyright or by a proprietary claim,
without having obtained the prior authorisation of the holder of such rights.

6. Preservation of the integrity of the IT resources

The user undertakes not to voluntarily cause disruption to the due and proper operation of the IT
resources and networks, either by abnormal manipulation of the equipment, or by installing parasite
software known under the generic name of viruses, Trojan horses, logic bombs...

All research or other work which may cause a violation of the rule set forth in the previous paragraph

may only be carried out with the authorisation of the entity’s manager, and in strict compliance with the
rules which may be defined in this case.

7. Use of Internet services (web, message application, chat-room, IP telephony... )

7.1 Internet
The Intemnet is a work tool which is available for professional use and its use shall comply with the
general principles and the rules which are specific to the different sites which offer such professional
content, and with effective legislation.
In particular, the user:
m shall not log-on, or attempt to log-on, to a server by means other those complying with the
provisions provided for by such server, or without being authorised to do so by the authorised
managers,

u shall not carry out acts which intentionally compromise the security or due and proper operation of
the servers to which he/she has access,

» shall not take the identity of any and all other person and shall not intercept communications
between third parties,

2 The CNRS' CNIL Guide, which was published in 2006, reiterates the main principles governing the
creation or use of personal data processing (the rights and obligations of all parties and the formalities
to be carried out).
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= shall not use these services to offer, or to provide, third parties with data and information which is
confidential or which violates effective legislation,

= shall not leave data on an in-house server or a server which is accessible by the general public
(google, free, orange, ...) or on another user's work station, unless he/she is authorised to do so by
the authorised managers,

m shall ensure the highest standards of politeness vis-a-vis histher contacts in electronic exchanges
either by e-mail or in chat-rooms...,

a shall not state personal opinions which are unrelated to his/her professional activity and which may
be detrimental to the CNRS,

» shall ensure that he/she complies with legislation and, in particular that relating to offensive, racist,
pomographic, defamatory publications.

The entity may not be held liable for the deterioration of information or for violations committed by a
user who has failed to comply with these rules.

7.2 Electronic message application
The electronic message application is a work tool which is available for professional use.

u All messages shall be deemed as being professional unless they specifically and explicitly mention
their private nature on the subject line, or unless they are stored in a private data storage space.

m All users shall organise and implement the means required to save messages which may be
essential or simply useful as elements of proof.

u It is forbidden to send classified data® unless specific provisions have been authorised, and so-
called sensitive data should either not be sent or sent in encrypted form.

= The user shall ensure that messages are only sent to the relevant recipients so as to avoid mass-
mailing, the unnecessary clogging-up of the message application, and a reduction in service level.

» The permanent progression of IT technologies provides users with new services which may be
accessed via their entities’ network. Such new technologies, which may create a specific vulnerability
risk, may only be used with the prior agreement of the entity’s manager and in strict compliance with
the information systems’ security policy {CNRS' ISSP).

8. Analysis and verification of use of the resources

For the purposes of technical maintenance and management, verification for statistical purposes,
tracking, optimisation, security or the detection of misuse, use of the IT resources and the Intemet
services, and exchanges via the network, may be analysed and verified in compliance with applicable
legislation, in particular, the Act on information technology and civil liberties.

Users whose work stations are subject to remote maintenance shall be informed thereof beforehand.

Staff responsible for the verification work are subject to a non-disclosure obligation. Consequently,
they may not disclose the information of which they become aware whilst carrying out their duties, in
particular when such information is covered by secrecy of correspondence or relates to the users
private life, provided such information does not compromise either the due and proper technical
operation of the applications, or their security, or the interest of the department.

% This means classified defence data which covers “confidential defence”, “secret defence” and “top
secret defence” data.
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9. Tracking

The CNRS is legally obliged to introduce a logging system of Intemet access, the message application
and exchanged data.

Consequently, tracking tools are instailed in all the information systems.

The CNRS has submitted a declaration to the CNIL mentioning, in particular, the period during which
connection tracking and time records are kept, under the effective legislation.

10. Reminder of the main legal provisions

It is hereby reiterated that all the CNRS’ officers, no matter what their status may be, are subject to
effective French legislation and, in particular:

» the Act of 29 July 1881, as modified, on the freedom of the press,
» the Act no. 78-17 of 6 January 1978, as modified, on information technology, files and civil liberties,

» legislation relating to the corruption of the automated processing of data (Art. L 323-1 et seq. of the
French Penal Code),

» the Act no. 84-665 of 4 August 1894, as modified, on the use of the French language,
p the Act no. 2004-575 on 21 June 2004 on confidence in the digital economy,

» the provisions of the French Intellectual Property Code on literary property and copyright.

11. Application

This charter applies to all officers of the CNRS’ entities, no matter what their status may be and, more
generally, to all persons, whether permanent or temporary [employees], who use, in any capacity
whatsoever, the entity’s |T resources and Internet services, and those which may be remotely
accessed, either directly or in cascade mode, from the entity’s network.

The persons referred to in the previous paragraph shall be informed of the charter by any and all
means and, in particuiar:
- by a message sent on the message application when the user has an account, with the latter
being obliged to represent that he/she has familiarised him/herself with this charter,
- by means of displaying in the entity’s premises,
- by means of an appendix to the entity's by-laws,
- or by the supplying of a hard copy of the charter.

The charter may be appended to employment contracts and to procurement contract agreements, for
which the performance requires access to the CNRS’ IT resources and Internet services.

The charter is also available in English. Only the French version shall be deemed authentic.



12. Appendix to the charter

Best practices in the management of your passwords

Never pass your password on to anyone (neither to a colleague nor to the IT team!).

Never re-use a professional password in a personal context (bank, online shop, online
mailbox, online photos, ...)

Never answer the emails where your password is requested (phishing emails).
Remember : in order to be strong, a password should :

- have at least 8 characters

- contain special characters and figures

- contain both upper case and lower case letters

- not contain words from the dictionary, names or birth dates
This password must be changed regularly.

"I have read and understood the above rules concerning computers password security"
Name :

First name :

Date :

Signature



